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Background Results
e Diversion refers to the transfer of medications from |eg|t|mate medical use to unlawful use, Table 1: Observation settings in two inpatient hospital pharmacy sites « We observed four stages of the medication-
: . Coy Site 1 Site 2 TR
which may include personal use or trafficking Size of hospital 400 beds 400 beds use process at both sites:
Type of hospital Community academic  Academic 1. Procurgment of controlled substanc_es |
2 Pharmacy hours of  Weekdays: 08:00 — 20:00 Weekdays: 07:30 — 21:00 2. Receiving controlled substance deliveries
Procure CS Receive CS Package CS Distribute CS ';.',' operation Weekends: 08:00 — 17:00 Weekends: 07:30 — 17:00 to the pharmacy
CSvaultand ADC  Omnicell vault Pyxis C2Sate 3. Unit-dose packaging of controlled
Medication Loss / Diversion Omnicell ADCs Pyxis ADCs substance oral solids
Roles (number of Pharmacy technician (16) Pharmacy technician (20 C oy .
3 - — S o § participants) pharmaci};t (3) 1) Pharmaciyst (1) (20) 4. Distribution of controlled substances to
S Clerk (1) patient care areas
2 Number of 46 hrs 53 hrs  We identified 220 failure modes, with 34
O observation hours deemed Critical Failure Modes
Figure 1: Controlled substance (CS) losses or diversion can occur at every stage of the hospital medication-use process CS, Controlled substance(s); ADC, automated dispensing cabinet

Table 2: Number of critical failure modes (CFMs) identified in each medication-use process task
CFM Category

* Diversion can result in harm to those who divert, patient harm, legal and public relations

Medication-Use Process Tasks

: : : : : Handli Data Ent Verifyi Total
issues for hospitals and an increased supply of controlled substances in the community 1. Procure CS for inpatient pharmacy e v N
o ' ' G ' ” ' ' il 1.1 Determine which CS to procure 0 1 0
Hos.pltals haye hlg.h rates of “unexplained loss” suggesting that hospitals are unable or ill 12 Creato purchase order ) , 0
equipped to investigate and analyze controlled substance loss 13 Submit ﬁggﬁgiisfegrgeer;tsVzﬁgdp%rmhase e 0 ! !
» Understanding vulnerabilities in inpatient pharmacy processes is required to better align 2. Receive CS from vendor deliveries 1 1 3 5
- : : - - - : : 2.1 Deliver b f CS to inpatient ph
interventions against diversion risks and improve management of controlled substances in 2 Verify delvored ffoms agaast porking s andor invoice ) ; )
hOS itaIS 2.3 Place items into CS vault 0 1 0
p 2.4 Sign off on delivered items 0 0 1
3. Package CS into unit doses (oral solids) 5 2 1 8
O b ] t 3.1 Retrieve CS from vault for unit dose packaging 1 1 0
3.2 Program unit dose packaging machine 1 0 1
JeC |VeS o _ _ . _ _ . _ 3.3 Run unit dose packaging machine 1 0 0
1. ldentify vulnerabilities for diversion in the medication-use processes of two inpatient 3.4 Check unit dose packaged items 1 0 0
] 3.5 Return unit dose packaged items to CS vault 1 1 0
pharmacies 4. Distribute CS to the ADCs on hospital units 2 6 7 15
2. CharaCterize the typeS Of VU|nerabi|itieS |dent|f|ed iA;].L\Erlgsgggdhilglgglfﬁgér;;enm orders, orders for scheduled medications, or restocking of supplies 0 1 1
4.2 Retrieve CS from inpatient pharmacy stock 1 2 3
4.3 Deliver CS to hospital units 1 3 3
Total 8 13 13 34
I\/I eth Od S CS, Controlled substance(s); ADC, automated dispensing cabinet
« We conducted a multimethod study comprised of clinical observations and a Healthcare * Three categories of failure modes emerged during analysis of the Critical Failure Modes
Failure Mode and Effect Analysis (HFMEA) (Figure 1). A province-wide REB approval was « Some Critical Failure Modes were found only at one site because the other site had a control in place
granted for the study through Clinical Trials Ontario (REB #1354) that safeguards against the failure (e.g., use of locked carts and additional verification processes)
Table 3: Description of critical failure mode (CFM) categories
Clinical observations CFM Category Description
. Purpose: To obtain a detailed understanding 1. Handling e Tasks that involve CS moving from one place to another or being left in holding areas before the next task takes
.. : ) place
of participants’ typical tasks and HFMEA Step 1 e CFMs related to handling highlight vulnerabilities to theft, tampering or substitution
responsibilities, as well as the procedures Define the topic e CFM results show that most of these occurred during the distribution of CS to patient care areas
and equipment related to each medication- 2. Data Entry e Tasks involve the entering of information or instructions into electronic systems or the recording of information
US€ Process | | | Assembl HFMEﬁde_teP |2 t manually into paper log books or electronic databases
« Two full-service hospitals in Toronto, SSemblie a multidisciplinary team e CFMs related to data entry tasks highlight vulnerabilities to forgery, hiding discrepancies or accessing CS

Ontario L EEE LR . fraudulently
. Sampling to recruit pharmacy staff with Conduct observations e CFM results found a subset of data entry CFMs that highlight the risk of failing to log out of electronic systems,

_ a. Take free-form notes and allowing CS ordering, dispensing or transaction verification to occur under another individual's username
roles in at least one components of the photographs

medication-use process . b. Collect artifacts (e.g., blank forms) 3. Verifying o Tasks involve verifying work conducted by a staff member using a second individual or a technology
. . Fom T ettt | e CFMs related to verifying highlight vulnerabilities to the integrity of medication or accuracy of documentation
Obs_ervers sha_dowgd participants as they d ______:_r_[a__rl_‘c’__c__"__b__e__f_fi‘f_'_f?_r__"f_ff_’f_‘i_s________,: e CFM results found two types of verification CFMs: omission of double checks or double checks that fail to detect
carried out thglr dallly activities, tai<|ng : Code and organize data : T inaccuracies
notes, collecting artifacts, and taking - mmmmmmmm oo g0 |
photographs of the environment, technology HFMEA Step 3 ==y _ _
and supplies Describe the tasks and subtasks for each process i§ § i D| ScCUussion
: = o : . . . . . . . _
Healthcare Failure Mode and Effect Analysis EVEA Sten 4 g o CC{);Jfr study ﬁontrlbL.JtGS thde first emplrlcal obshervl_atlon of the n;]edlcatlon use processes of tv]\c/o
. Purpose: To identify Critical Failure Modes in Conduct the hazard analysis =3 | ergnt pharmacies and new evidence to the literature on the prevention and detection o
the MUPs (i.e., a failure mode which - iz;?ggsshese':r?t;";np(;’mtgﬁ'&;ecg‘rgges 2 hospital diversion
introduces a process failure by itself or is a ¢. Use decision tree to identify critical failure gg -+ |n both sites, automated dispensing cabinets and controlled substance vaults were installed,
failure mode which is not easily prevented or modes _ 28 which literature suggests are strong safeguards against diversion. Our results demonstrate
detected bv the s stem) d. List causes for each critical failure mode T o _ _ _ _ _
y y | 23 that several Critical Failure Modes exist despite implementation of these safeguards.
* Used the HFMEA approach (Figure 2) 25| . Diversion is a complex problem and requires a multifaceted approach to addressing it
+ The HFMEA team was comprised of HFMEA Step 5 % piex P . PP J It

Develop action and outcome measures
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